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INTERNET FACILITATED EMERGENCY AND GENERAL PAGING SYSTEM 

FIELD OF THE INVENTION 

The invention pertains to paging systems. More particularly, the invention 
pertains to systems for remote control of displaced paging systems through 
computer networks. 

BACKGROUND OF THE INVENTION 

Building or regional paging systems are known and are often installed 
throughout buildings, sometimes alone and sometimes in combination with 
monitoring systems such as fire control systems. Known paging systems provide 
facilities whereby an operator can select one or more regions, zones, offices, 
cubicles or the like in a building to transmit audio thereto. Some known paging 
systems also provide a voice answer back capability. 

Where paging systems are associated with or integrated with fire alarm 
control systems, they can be used to inform individuals in various regions of a 
building or installation as to the nature and circumstances of emergency 
conditions. They can also be used to provide instructions as to evacuation or non- 
evacuation in the event of fire or other types of emergencies. 

Known systems can be effective to provide local audio to selectable zones 
of one or more buildings. However, it may not always be possible to provide 
either the local personnel, who would normally be expected to operate the 
respective system or to provide the emergency information to such people for 
local broadcast. There is thus an ongoing need to be able to remotely access one 
or more paging systems, perhaps simultaneously, to be able to broadcast audio, in 
real time, from one or more common control units to remote zones via locally 
installed paging systems. It would be preferable if such communications could be 
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implemented without having to install an additional communications system 
between the remote paging control center or centers and the destination of 
regional paging systems. 

As illustrated in Fig. 1, a known paging system 10 includes a local control 
unit or panel 12 which might be coupled to, or integrated with, the building fire 
alarm control system 14. The paging control system 12 is coupled via cables or 
wirelessly to a plurality of output transducers, such as speakers 16a. . . 16n in zone 
Zl , 1 8a. . . 1 8m in zone Z2 and so on. An operator can use an audio input 
transducer, a microphone or telephone 12-1, to transmit audio locally via the 
paging control system 12 throughout one or more of the zones Zl . . .Zn or, if 
desired to only a portion of a zone or zones using selected output devices such as 
16a or 18a. 

The system 10 can be used by first responders such as fire or emergency 
personnel to communicate with individuals throughout the building or facility on 
a real time basis in the event of emergency conditions. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram of a known paging system; 

Fig. 2 is a block diagram of a remotely controllable paging systems in 
accordance with the present invention; 

Fig. 3 is a block diagram of a representative or exemplary paging interface 
resource in accordance with the invention; 

Fig. 4 is a block diagram of a representative paging system gateway or 
destination in accordance with the invention; 

Fig. 5 illustrates a multi-facility assist in accordance with the invention; 

Fig. 6 is a block diagram of a multi-source and multi-facility system in 
accordance with the invention; 
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Fig. 7 is a block diagram of a system supporting full duplex 
communication between two different paging systems; 

Fig. 8 is a screen enabling an operator to enter destination names and 
addresses; 

Fig. 9 is a screen enabling an operator to specify paging labels or areas 
within a facility by identifying a plurality of zones to be activated; and 

Fig. 10 is a screen enabling an operator to select one or more facilities, one 
more paging areas within the respective facilities into which real-time streaming 
audio is to be broadcast. 

DETAILED DESCRIPTION OF THE EMBODIMENTS 

While embodiments of this invention can take many different forms, 
specific embodiments thereof are shown in the drawings and will be described 
herein in detail with the understanding that the present disclosure is to be 
considered as an exemplification of the principles of the invention and is not 
intended to limit the invention to the specific embodiment illustrated. 

Organizations such as businesses or governments can notify building or 
facility occupants at various locations by communicating real-time streaming 
audio via a computer network, such as the Internet, or alternately in some 
circumstances, an intranet, to be presented, also in real-time, via a facility paging 
system to one or more audio output devices, such as speakers in one or more 
zones. When necessary, the messages can be transmitted to a plurahty of 
facilities simultaneously through a plurality of independent paging systems. 
Further, messages can be prioritized so that emergency messages are presented 
with the highest speed and highest priority. 

In one aspect, the Internet and voice-over-IP processing transfers real-time 
audio, voice, and instructions fi-om a common control terminal or paging interface 
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to a plurality of zones in specified remote facilities. The facilities can be located 
worldwide. 

The voice-over IP processing can be combined with a data encryption 
protocol to provide secure real-time voice transmission and messages. 
Decryption can take place in real-time at the destination or destinations. 

Circuitry and software provided at a source location accept and process 
real-time audio, voice messages, for transmission over the Internet, or intranet. 
An operator at the source or paging interface can use an audio transducer such as 
a microphone or telephone to forward the real-time messages to the remote 
locations and selected zones therein. The voice is converted to a digital 
representation and sent as digital data over a packet network, such as the Internet 
or an intranet. 

The paging or source terminal through a graphical user interface can 
identify available facilities and zones therein for selection by an operator. Once 
selected, the audio message from the operator can be transmitted and presented 
substantially in real-time at the various remote faciHties worldwide by activation 
and deactivation of the appropriate speaker zones specified by the operator. 

Each destination can be assigned an IP address for purposes of carrying 
out the Internet or intranet communication process. The paging or source 
interface includes software and circuitry to transfer not only the digitized voice, 
but voice destination information, such as facilities and zones therein to multiple 
IP addresses simuUaneously via the Internet. Messages can be transferred using 
known TCP/IP or UDP protocols. If desired, transmissions to multiple 
destinations can be effected by muhicasting or point-to-point fan out of messages. 

The voice can be processed using compression techniques and methods 
before transmission if desired. Authentication software can be provided at the 
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source, paging, interface to confirm that that particular interface is authorized to 
transmit to the selected facility or specified regions. 

At the destinations, communication software is available for receiving 
messages from the network, and to, if desired, authenticate incoming voice and 
control data from the source. Decryption and decompression software can also be 
provided for the digitized voice. Destination software also provides for the 
transfer of output or speaker zone commands to the paging system to activate the 
appropriate speakers. The software also converts the packets of digital voice to 
audio and forwards it to the activated speaker zones of the paging system. 

The destination or gateway software can select among prioritized received 
messages and present the highest priority messages first. If desired, the 
destination software can provide confirmation or denial of message delivery to the 
selected paging zones back to the initiating paging or source interface. The 
paging, or source, interface can also incorporate software and circuitry to monitor 
the integrity of the destinations by receiving periodic retum data therefrom 
confirming delivery of messages as well as providing status of the respective 
paging system or node. The destination paging systems or nodes can also include 
a circuitry to monitor the integrity of the respective audio system or systems using 
various types of supervision circuitry. Failures of destination gateways or 
destination paging systems can be transmitted to the paging, or source, interface 
for display at the operator interface. 

The paging or source interface can be authenticated based on its IP address 
and serial number prior to the destination gateways or paging systems accepting 
data therefrom. Similarly, feedback from the destinations can be authenticated by 
their respective IP addresses and serial numbers. 

Full duplex communication can be implemented by providing a 
substantially identical paging interface at the destination for purposes of 
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transmitting messages back to the source interface. If desired, the transmissions 
from the destination can include images from video cameras of conditions at the 
selected zones or regions. 

Fig. 2 illustrates a system 30 in accordance with the present invention. 
The system 30 incorporates at least one paging or source interface 32 and a 
plurality of destination units such as 34-1, 34-2. . .34-n. Additional paging sources 
32a, b . . . n can communicate directly with each other, or, via network 40 to 
specify paging systems and/or zone(s) therein. 

The units such as 34-1 can incorporate a paging system gateway 36a 
which is coupled to a local facility or a building paging system 36b. The paging 
system 36b will have output transducers distributed throughout the respective 
facility or region as well as a plurality of switching circuits as would be known to 
those of skill in the art for selectively activating various zones or output 
transducers in zones. 

Paging or source interface 32 incorporates an audio input transducer such 
as transducer 32-1 which could be a microphone or telephone which enables an 
operator O to forward real-time audio messages to selected remotely located 
paging systems, such as system 36b. Paging interface or source 32 includes 
graphical user interface 32-2, which presents a plurality of interactive screens via 
which the operator O can select one or more facilities such as 34-1, 34-2. . .as well 
as zones or regions within a selected facility to receive the real-time audio 
messages. 

Alternate embodiments, in accordance with the invention include 
providing a wireless link between paging interface 32 and the Internet or intranet. 
A wired, via the public switched telephone network with automatic answer 
capabilities, or wireless radio for example or cell phone, voice link can be 
provided between an individual and paging interface 32 as an ahemate to a local 
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microphone such as microphone 32-1. In these embodiments received voice in 
combination with digital signal processing would enable the wired or wirelessly 
connected individual to automatically initiate paging at one or more selected 
remote locations. In the alternative, an operator local to paging interface 32 could 
specify the remote location(s) and/or zone(s) in response to instructions received 
by wire line, or wirelessly such as by cell phone or dedicated radio link. 

Paging or source interface 32 also includes one or more programmable 
processors 32-3 which interact with locally stored control program(s) 32-4 and a 
database 32-5 of available destinations, or nodes, and zones. The control 
program(s) 32-4 interact with graphical user interface, and associated display(s) 
32-2. Interface 32 enables operator O to select one or more remote paging 
systems and zone(s) therein to transmit live audio, via transducer 32-1 to the 
select zone(s) in real-time. 

Control information and/or real-time audio to be transmitted to the paging 
locations could be coupled via wired or wireless link 32-6 to paging interface 32 
as an altemate to local microphone 32- L Those of skill in the art will understand 
that the link 32-6 could be implemented as a dedicated wired or wireless link, or a 
switched partly land line, partly cellular link all without limitation. This link 
would enable an operator O', displaced from interface 32, to control the paging 
destinations (perhaps with a digital signal processor at interface 32) and/or 
provide the real-time streaming audio to the selected location(s) and zone(s). If 
desired, real-time video could also be supplied thereto. 

Transmission between the paging source or interface 32 and facihties 34- 
1, 2. . .n is via a packet switching network such as the Internet or intranet indicated 
generally at 40. Those of skill will understand that the paging source or interface 
32 can communicate via the network 40 and specify one or more of the facilities 
34-1, -2, -n, using the respective IP address. Using a serial number an 
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authentication function can be provided. Such forms of communication are well 
known and need not be expanded on further. 

Fig. 3 is a block diagram illustrating details of paging interfacing or source 
32. Microphone 32-1 is electrically coupled to analog-to-digital converter 32-10 
whose digitized output can be optionally compressed using compression software 
32-12. Compressed audio can be optionally encrypted using encryption software 
32-14. 

Conmiands from the graphical user interface 32-2 can be fed to paging 
system software 32-16 which can construct or format control commands for 
respective paging systems, such as paging system 36b. Additionally, message 
routing information from user interface 32-2 can be formatted by software 32-18. 
Control circuitry 32-4 can combine encrypted audio 32a and routing information 
32b for communication via Internet 40 to the selected destination or destinations. 
Optional destination address authentication software 32-20 can be incorporated 
into control circuitry 32-4 if desired. 

Fig. 4 is a block diagram of representative paging system gateway 36a. 
Gateway 36a receives audio and commands via Litemet 40 from paging interface 
32. Received commands can be processed and converted as necessary via 
software 36a- 1 before being coupled to the control input for the paging system 
36b. Optional authentication software 36a-2 can be provided to evaluate the 
authenticity of incoming data and messages from paging interface 32. Received 
audio can be optionally decrypted, software 36a-3 optionally decompressed, 
software 36a-4 and converted to audio signals by digital-to-analog converter 
36a-5. 

Output from digital-to-analog converter 36a-5, an audio waveform, can be 
coupled to one or more amplifier inputs of the respective paging system 36b. As 
a resuh of the zone establishing commands coupled from software 36a- 1 to the 
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control input of the paging system 36b, the audio amplifier or amplifiers of the 
respective paging system 36b will broadcast the real-time audio into the zone or 
zones which have been selected. 

Fig. 5 is a block diagram of a single paging interface 32 coupled to a 
plurality of facilities 34-1, 34-2. . .34-n. Each of the facilities incorporates a 
respective paging system gateway 36a-i and paging system, such as paging 
system 36b-i. It will be understood that the various paging system gateways such 
as 36a- 1 , -2. . .-n may vary in their details from one another in view of differing 
paging systems such as 36b-l, -2. . .-n. It will be understood that all such 
variations come within the spirit and scope of the present invention. 

Fig. 6 is a block diagram of system 52 which incorporates a plurality of 
paging interfaces such as interfaces 32, 32*. . .32"'. In the system 52, a plurality of 
displaced paging interfaces can be provided which communicate via Internet 40 
with the displaced facilities 34-1, -2. . .-n. Any of the paging interfaces can be 
active at one time. Receiving paging systems 36b-i will present multiple 
messages, if present, to a common selected zone, based on message priorities. 
Higher priority audio will be presented before lower priority audio. 

Fig. 7 illustrates a block diagram of system 54 which provides duplex 
communication via Internet 40 and includes substantially identical paging 
interfaces with audio input as well as paging system gateway software, with audio 
output 60a, b. The interfaces and gateways 60a, b in addition to being coupled via 
the Intemet 40 for real-time bi-directional voice communication, are each in turn 
coupled to respective paging systems 62a, b. 

Real-time audio from paging interface 60b can be coupled via Intemet 40 
and paging system gateway 60a to be broadcast on paging system 62a. Similarly, 
real-time audio can be coupled via paging interface 60a, Intemet 40 and paging 
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system gateway software 60b to be broadcast live on paging system 62b at one or 
more specified zones. 

Fig. 8 is an input screen 70 presentable by paging interface 32 via the 
graphical user interface 32 and associated display for the operator O. The screen 
70 enables the operator to enter the IP address of one or more remote destination 
sites which are equipped with paging system gateway software. Such sites could 
correspond to the respective facilities 34-1, -2. . .-n. Operator O can also associate 
an alpha-numeric designation with each of the designated IP addresses. 

Fig, 9 is a screen 72 presented by the paging interface and graphical user 
interface 32-2 enabling operator O to define the various zones at each of the 
facilities such as 34-1, -2. . .-n, to which audio can be broadcast via the interface 
32. The operator O can select fi-om among the network names, previously entered 
via screen 70 for which paging has been enabled. One or more paging areas can 
be defined by the user O at a given facility by selecting a combination of zones, 
using screen 72 and providing a unique paging label therefore. When finished, 
the various paging areas can be stored in database 32-5 for subsequent use by 
operator O. Selection of a paging area will automatically activate speakers for the 
selected zones at the respective facility. Multiple paging areas can be defined for 
a respective facility. 

Fig. 10 is a screen 74 used in selecting one more facilities 34-1 . . .-n and 
paging zones or areas therein into which a real-time message or messages are to 
be broadcast. Selecting one or more "Activate Paging" boxes and clicking on the 
"Start Paging" button will cause the authentication processes, if present, to be 
implemented at the source and destination to determine if the required priority 
level has been achieved or is present to override paging that may already be 
occurring. If authentication and priority checking is acceptable, the predefined 
paging zones or areas will be automatically activated to receive real-time audio 
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via microphone or telephone 32-1. CHcking on the "Stop Paging" button will 
disable the microphone or telephone and deactivate the paging zones. 

It will be understood that each of the gateways such as 36a- 1 . . .-n can 
incorporate status reporting software to report via Internet 40 to the paging 
interface 32 the status of the respective gateway as well as the respective paging 
system or systems associated therewith. Such status reporting can be 
implemented as various messages as well as just periodic signals indicating status 
is acceptable at the receiving end. The paging interface 32 can maintain a log of 
ongoing communications as well as selected facilities and zones for subsequent 
review and auditing. 

From the foregoing, it will be observed that numerous variations and 
modifications may be effected without departing from the spirit and scope of the 
invention. It is to be understood that no limitation with respect to the specific 
apparatus illustrated herein is intended or should be inferred. It is, of course, 
intended to cover by the appended claims all such modifications as fall within the 
scope of the claims. 
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